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Getting Started - Sign On

The Sign On page is the first page you will see from the MOWEit DMZ site. This page contains fields for your Username and Password and a "Sign On"
button to send this information to MOVEit DMZ.

Sign On

Username: || = Security Notice
You are about to access a secured resource
. DoxOrg reserves the nght to monitor and/or
Password: | = 9 9

limit access to this resource at any time

w& Sign On

Need Help? Tech Support - Online Manual

Clicking on the keyboard icons next to the username and password fields will open a clickable keyboard which can be used to enter your authentication
information. Using the clickable keyboard can help thwart keystroke loggers. If you are logging on to the MOVEit DMZ site from a public computer, it is
highly recommended you use the clickable keyboard to enter your username and password.

Sign On

Username: | = Security Notice
You are about to access a secured resource
DoxOrg reserves the right to monitor and/or
limit access to this resource at any time

0

Password: |

Need Help? Tect i]l]ﬂﬂji]llﬂili]_'].ﬂ_d

If your organization supports multiple languages, MOVEit DMZ will provide links to switch the displayed language. Clicking one of the links will change the
Sign On page to display in that language, and set a cookie so your language choice is used the next time you sign on.

|English - Francais - Deutsch - Espanol]

Connexion

Nomi

] = Avis de sécurité
d'utilisateur:

Vous &tes sur le point d'accéder & une
ressource sécurisée. DoxOrg se réserve le droit
de surveiller et/ou limiter I'accés a cette

Mot de passe: =
) ressource & tout moment.

|%& Connexion |

When you press the Sign On button, your username and password are transmitted securely (via HTTPS) to MOVEIt DMZ. If your sign on attempt fails, you
will see an error message. If you attempt to sign on too many times in a short period of time you may get locked out of the system altogether. If you need
assistance, use the "Tech Support” link on the Sign On page to contact someone who can help you.

& Invalid username/password or not allowed to sign on from this location.

If your sign on succeeds you will be rewarded with a success message.

@ Welcome to MOVEit Sample! Please watch this area for important messages.

The page you will see immediately after signing on depends on how you got to the sign on page in the first place. If you clicked a link from your web

browser or typed a short URL into your browser, you are now maost likely at the Home Page. If you clicked a link from an email notification, you are now
either looking at a package or file.
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Common Reasons Access is Denied

For security reasons, the SAME message is displayed to anyone who fails to sign on for any of the following reasons. (You will only be told that access
was denied, not WHY access was denied!)

» Username is incorrect

= Password is incorrect

= Account has been suspended (for too many bad signen attempts, password aging, or manual administrator action)
= Account is not allowed to sign on from this IP address

+ IP address has been locked out (for too many bad signon attempts, often with different usernames)

» Client certificate has not been provided when one is required, or a bad client certificate has been provided.

Requesting a Password Change

Some organizations may allow you to request an automatic password change if you have forgotten your password, to avoid a round trip though technical
support staff. If this option is enabled, a "Request a password change" link will be present at the bottom of the signon page.

Username: | = Security Notice
You are about to access a secured resource
DoxOrg reserves the nght to monitor and/or
Password: = d o
Ly .

limit access to this resource at any time

B Sign On |

Need Help? Tech Support - Online Manual

Eorget your password? Request a password -:hangc_|

Clicking this link will open the Password Change Request page. This page will prompt you for your username and provide instructions for completing the
password change process. Once you enter your username and click the Request Password Change button, an email will be sent to your registered email
address, if your account has one, either with instructions for completing the password change, or a notice that the password change was denied.

Client Certificates

Your organization may require you to authenticate to MOVEit DMZ with an SSL (X.509) client certificate ("client cert"). This is common when "two-factor
authentication" is required.

All client certs are either "self-signed" or "CA-signed”. The "CA-" indicates that a "Certificate Authority" has signed the client cert and vouches for the
identity of the bearer. Furthermore, CAs are divided into "commercial CAs" that sell client cert issue and signing services to the general public (e.g.,
Thawte, GeoTrust, etc.) and "corporate CAs" that perform the same client cert functions for their own users.

MOVEit DMZ supports self-signed certs, commercial CA-signed certs and corporate CA-signed certs, but only your organization can tell you which client
certs it will accept for authentication. Your client cert may be delivered to you as a "*.pfx" file with a password or it may be your responsibility to request
a client cert from a CA; again only your organization knows the details of this process.

Various browsers have different ways to install client certs. Internet Explorer (IE) uses the Windows Certificate Store; you can either install and manage
client certs through IE's "Certificate" dialog (located on the "Content" tab under IE7's "Tools" menu). Windows will also launch a client cert import wizard
that will automatically install most client certs into IE if you just double-click "*.pfx" client cert file.

The Mozilla/Firefox line of browsers uses its own client cert store. To install client certs in these browsers you must use their "Certificate Manager". In
Mozilla (1.7), this facility is found in the "Privacy & Security” options tree. In Firefox (2.0), this facility is found in the "Encryption” options tab ("View
Certificates" button).

Various browsers also have different ways to select client certs for authentication. The most common way is for the browser to simply ask you (via a pop-
up dialog) about which client cert to use. When connecting to a MOVEit DMZ server, you may be prompted through your browser to select a client cert
after you fill in your username and password or before you view the sign on screen.

However, most browsers also have options to automatically present a client cert if you only have one installed or not ask you about picking a client cert if
you did not present one. In these cases you may be using client cert authentication behind the scenes (in the "one cert, so don't ask" case) or not at all (in
the "no certs installed, so don't ask" case).

Finally, the private key on your client cert may be password protected. If this is the case you may need to type in the password you created when you
opted to protect this client cert or key store as well. (Usually, such prompting takes place once per session.)
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Home Page Navigation

Once you have logged in you will be welcomed to the Home page. You can return to the Home page at any by clicking the
link at top left. The Home page contains Navigation links located at left, Search tools at left middle area and Help area at
left bottom. The right side of the page is divided into two sections: Browse Files and Folders, and Upload Files Now...

: J performance health technology

Signed onto Performance Health Technology as PH Tech Test User (phtechtest). My Account | Sign Out

g Home 0 Welcome to Performance Health Technology! Please watch this area for important messages.

Folders
< Logs
) Home
Find File/Folder: -
Browse Files and Folders...
Go To Folder: To search for a particular file, enter the file name or file 1D in the Find File box on the left side of the page
I D and press the "Find File" button.
2 Go To
Z) Go To Your Home Folder - ] Browse Other Folders
Need Help?

Upload Files Now...

9 Online Manual

ﬁ Tech Support
Select a folder: | f Home / Entities / { To_PHTech / X12 D

/" CLICK HERE to Launch the Upload/Download Wizard...

Upload a file to PH Tech

e Under Upload Files Now...use Select a folder to choose the destination for your file. i.e. If you are in testing with
PH Tech you will select the folder To_PHTech\Test, and if you have a production 837 claim file you would select
X12.

Upload Files Now...
Select a folder: |/ Home ! Entities / ) ! To_PHTech f ¥12 D

/' CLICK HERE to Launch the Upload/Download Wizard...
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Choose Launch the Upload/Download Wizard and follow the instructions. Select Add File to navigate to the desired file,
choose Next button. Under Choose Upload Option choose “Upload file individually” and select Next again. File will begin
to upload and prompt user when finished. Once the file has finished uploading you will select OK to return to Home page.

t{;fi_J_ pload WiEand Slipload toyHomeysdeschitesicuo 6 MrfS

Pleaze drop files inta the list below, |
"ﬂHE Jl» or use Add File. Fiznie
Filename | Size | Modifisd |
é Mext » Cancel

'n{nf YEIE e [orie s - U losieh rorf ploppi=  dzae i iza e 0 Mrls

Hn'E jl» Choosze Upload Option

" Upload all fles a2 one zip

MHates: I

[~ Prompt for "Upload &3" names and notes
™ Close Wizard when done

é < Back | MHewut > I Cancel

'I{HLJ_ Plogd WiFant S U pload Loy Homey deschnes o o Ml

/ Tranzter complete. [ntegrity verified on all files.

Tranzferred 1 file in 0 zeconds [560.85 KB/sec).
Fresz OK. to cloge thiz window and wview the Transfer Report.

-

é ak. |
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Results will be display at bottom of Home page under Upload Wizard Transfer Report. Any successful files will be displayed,
or error messages if there were any to report.

Success Results example:

Upload Wizard Transfer Report
Local File Status

™ Uploaded to / Home [ Entities |
L X:\PHTECH Documents\IT\IS\Help P -

Desk\Documentation\ Software\MOVEItDMZManual.pdf & To PHTech / TEST OK (ID #6522?6416]_

Or Error Results example:

Upload Wizard Transfer Report
Some files were not uploaded.
A file with the name 'MOVEitDMZManual.pdf' already exists in this folder.

Local File Status

Y Mot uploaded: A file with the name
L X:\PHTECH Documents\IT\IS\Help P

'"MOVEitDMZManual.pdf' already exists in
Desk\DocumentationSoftware\MOVEtDMZManual. pdf this folder P Y

Download a file from PH Tech

e Under Browse Files and Folders...choose Browse Other Folders and navigate to the deso choose the destination

for your file. i.e. If you are in testing with PH Tech you will select the folder To_PHTech\Test, and if you have a
production 837 claim file you would select X12.

Browse Files and Folders...

To search for a particular file, enter the file name or file ID in the Find File box on the left side of
the page and press the "Find File" button.

@) Go To Your Default Folder - ©J Browse Other Folders
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e Use either the Go To Folder: drop down menu to view your folder list and select one of the folders; or under
Folders and Files click through the folders to find the correct folder.

@ / Home/ Entities/

/ From PHTech/ Reports/

Go To Folder:

i (3coTo)

Folders and Files

Name Created Size/Contents
@ Parent Folder
[ MOVEitDMZManual.pdf 137

[ . MOVEitDMZManual. pdf ;&;‘8{2010 2:37:21 208.4 KB

Select Files: All - New - Old - None

Selected File/Folder Actions:

Perform Action:

[_:- CDD}'] [I o Move ] [& Download ]

Cnp?fMO\.,-e To Folder:

Options: |/ Home / Entities /

Advanced Copy/Move Options =>

Creator # & Actions
. Delete -
. Download

/ To_PHTech / TEST ||
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e Under Folders and Files check the desired file to mark it for download. Choose Download and browse to a
location on your computer or network. Repeat if necessary to download all desired files.

Folders and Files

Name Created | Actions
A
® Parent Folder
Choose destination folder
[0 & Reports 7/15/2010 3
Dfﬂ_ﬂ 7/13/2010 4 | @ (B} Desktop =]

— ) - [+ e Local Disk (C:)
W | o
| ] MOVEitDMZManual.pdf (& 7/1e/2010 & 2, coDrive (D)

Select Files:  All - New - Old - None i+ 3% dfs on ‘private.phtech.com’ (X:)
“# RobertsV on ‘private. phtech. com\DfsJs
[ Control Panel
Selected File/Folder Actions: - S My Network Places
----- 2| Recyde Bin

Perform Action: ['__*f Cnp:.r] [lr Download ] F-{[5) ONGOING 0

w1 7= Suhinittar Chaddicte

Copy/Move Options: To Folder: |/ Home / deschute |l ISl mn i satiie o)~
Advanced Copy/Move Options |

ownload

Select Folders: All - Empty - Mot Empty - Mone

l {f__"| My Documents 1
] [‘j X12 71320104 (= & My Computer J

Results for download example.

?};ff eI e Leiinlesie Y sl

/ Transfer complete. |ntegrity verified an all files.

Dawnloading:
MOVEitDMMZM anual pdf [File |0 B30273022)

|

Eztimated ime left: Done.  [Got 305,534 of 305,534 bytesz)
Download to: ChTemp
Tranzfer rate: 32361 KB/sec [20.0% compression]

Open Folder Cloze

5

Logs
As a user you can view the logs for your account and view all activity to the folders assigned to your organization/entity.
Choose Logs link in the top left navigation pane on the Home page.
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< Logs

Customize View - Edit Filter - Favorite Filters - Save Current View To Favorites

Current Filter(s): Filename contains/is MOVEit

Log Entries
Date and Time = Action User Full Name File Name File ID Folder Name IP Address
Upload
10/8/2010 File PH Tech Test ; [Home/Entities
2:00:27 PM (integrity Usar MOVEitDMZManual. pdf 652276416 o PHTech/TEST 10.0.55.1
0K)
Upload
10/6/2010 File PH Tech Test X .
P A U .
9:52:18 AM (integrity User test MOVEIt09222010.bd 651843204 [Home/Entities, To PHTech/X12 10.0.55.1
0K)
FAILED:
R Upload Gl TEST MOVEit File Upload 20100928.bd [Home/Entities/ To PHTech/Test 10.0.55.1
3:49:52 PM File User
Upload
9/28/2010 File PH Tech Test - )
3.48:45 PM (integrity Usar TEST MOVEit File Upload 20100928.bd¢ 649810253 (Home/Entities/| o PHTech/Test 10.0.55.1
0OK)
Upload
9/28/2010 File PH Tech Test - .
= . = —_— p N R — -0.55.
1:52:41 PM (integrity Usar TEST MOVEit File Upload 20100928.b¢ 649615889 [Home/Entities/ To PHTech/Test 10.0.55.1
0K)

Page 1 of 1 (log Entries 1 to 5 of 5 total)

Customize View - Edit Filter - Favorite Filters - Save Current View To Favorites
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